[okymeHT npepoctasneH KoHcynbTaHTI10C

3apeructpuposaHo B MuHiocte Poccum 14 maa 2013 r. N 28375

OEAEPANNIbHAA CNYKBA MO TEXHUYECKOMY U SKCNOPTHOMY KOHTPOJIIO

NPUKA3
ot 18 pespana 2013 r. N 21

Ob YTBEPXKAEHUU COCTABA U COAEPXAHUA
OPTAHU3AUMOHHDbIX U TEXHUYECKUX MEP MO OBECNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE

B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbBIX AAHHbIX

CNUCOK M3MEHAIOLLMX LOKYMEHTOB
(B pea. Mpukasa GCTIK Poccum ot 23.03.2017 N 49)

B cooTBeTcTBUM € YacTblo 4 cTaTbh 19 dPepepanbHOro 3akoHa oT 27 uona 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHbIX" (CobpaHue 3akoHoaaTenbcTBa Poccuiickon deaepaunn, 2006, N 31, cr. 3451;
2009, N 48, c1. 5716; N 52, cT. 6439; 2010, N 27, c1. 3407; N 31, c1. 4173, c1. 4196; N 49, c1. 6409; 2011,
N 23, ct. 3263; N 31, c1. 4701) n NonoxkeHnem o PepepanbHOM cnyKbe Mo TEXHUYECKOMY MU
3KCNOPTHOMY KOHTPOO, YTBEPXKAEHHbIM YKazom [Mpe3ngeHTa Poccuiickonnt deaepaunm ot 16 asrycta
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickont deaepaunm, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npuKasbliBalo:

1. YtBepantb npunaraemble CoCTaB U cofep’KaHMe OPraHU3aLUMOHHbLIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6€30NacCHOCTM NePCOHANbHbIX AaHHbIX NpU Ux 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX
NepCcoHaNbHbIX AAHHBIX.

2. MNpusHatb yTpatmBwKMm cuay npukas ®CTIK Poccum ot 5 despana 2010 r. N 58 "0O6
yTBEpPXKAEHUM MoN0KEHMA O MeToAax M cnocobax 3awmTbl UHGOPMaUUKN B MHGOPMALMOHHbBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" (3aperucTpuposaH MuHioctom Poccun 19 despans 2010 r., perncTpaumoHHbIi
N 16456).

OwvpekTtop

depepanbHOM CyKObl MO TEXHUYECKOMY
W 9KCMOPTHOMY KOHTPO/IIO

B.CEJINH

YTBEepKAaeHbl
npukaszom ®CTIK Poccum
ot 18 dpeBpana 2013 r. N 21

COCTAB U COAEPXAHUE
OPrAHM3ALUUOHHbIX U TEXHUYECKMX MEP NO OBECNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE

B NHOOPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX
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CNUCOK N3MEHAIOLLMX AOKYMEHTOB
(B pea. Mpukasa PCTIK Poccmm ot 23.03.2017 N 49)

|. Obuwme nonoxKeHus

1. HacTtosawmii AOKYMeHT pa3paboTaH B COOTBETCTBUM C YacTblo 4 cTaTbM 19 deasepanbHOro 3akoHa
oT 27 utona 2006 r. N 152-®3 "O nepcoHanbHbIx gaHHbIX" (CobpaHne 3aKkoHoaaTenbcTBa Poccmninckol
depepaunu, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, cT. 6439; 2010, N 27, c1. 3407; N 31, cT.
4173, ct. 4196; N 49, c1. 6409; 2011, N 23, cT. 3263; N 31, ct. 4701) 1 ycTaHaBAMBaET COCTaB U
cofeprKaHne OpraHM3auUMOHHbIX U TEXHUMYECKUX Mep no obecrneyeHUto 6e30MacHOCTM NepcoHasbHbIX
OaHHbIX NpU Ux 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHA/IbHbIX AaHHbIX (Aanee - mepbl No
obecneyeHnto 6e30MacHOCTM MNEPCOHaNbHbIX AAHHbIX) A1A Ka)KAoro M3 YPOBHEM 3alUULLEHHOCTU
NepcoHanbHbIX AAHHbIX, YCTaHOBNEHHbIX B TpeboBaHUAX K 3allMTe MEepPCOHaNbHbIX AAHHbIX MPU UX
0bpaboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHa/IbHbIX AAHHbIX, YTBEPMKAEHHbIX MOCTAHOB/EHUEM
MpasuTensctea Poccuiickon depepaumm ot 1 HoAbps 2012 r. N 1119 (CobpaHue 3aKoHOAATENbCTBA
Poccuiickolt depepaumm, 2012, N 45, cT. 6257).

Mepbl no obecrneyeHUo 6€30MacHOCTU MEPCOHA/IbHbIX AaHHbIX MPUHUMAIOTCA AN 3aWMUTbI
NepPCOHaNbHbIX AaHHbIX OT HEMNPaBOMEPHOro WM CAYYaMHOrO [0CTyNna K HUM, YHUUTONKEHUS,
M3MeHeHuA, BNIOKMPOBaHUA, KOMUPOBAHWA, MPEAOCTaBAEHUS, PaACNPOCTPAHEHUS MNepPCoHaAbHbIX
OaHHbIX, @ TaK}Ke OT UHbIX HenpaBOMEpPHbIX AeUCTBUN B OTHOLWEHMM NePCOHaNbHbIX AaHHbIX.

B HacTosWwem [JOKYMeHTe He paccmaTpuBaloTca BomMpocbl obecneyeHnsa 6esonacHocTu
NEePCOHaNbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBJAEHHOM MOPAAKE K CBeAeHMAM, COCTaBAAOLWMM
rocyAapCTBEHHY0 TallHy, a TaKXe Mepbl, CBA3aHHble C NpPUMeHeHMeMm WNdPOBaNbHbIX
(KpunTorpaduyeckunx) cpeacTs 3aLmTbl MHGOPMALMMK.

2. be30onacHOCTb NEepCoHasbHbIX AaHHbIX MNpPU UX 06paboTKe B WMHGOPMALMOHHON cuUcTeme
NMepcoHaNbHbIX AaHHbIX (ganee - MHGOPMALMOHHAA cuctema) obecneyvBaeT onepaTop WAW AULO,
ocyuiecTeastolwee o6paboTKy NepcoHasnbHbIX AAHHbIX MO MOPYYEHUIO OmnepaTopa B COOTBETCTBUM C
3aKoHoaaTenbcTBOM Poccuiickoit ®eaepauymm.

Onsa BbinonHeHua paboT no obecneyeHuto 6e30NaCHOCTM NEPCOHAsbHbIX AaHHbIX MNPU KX
06paboTke B WHPOPMALMOHHOM CUCTEME B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickol
depepaummn MoryT NpMBAEKATbCA Ha AOrOBOPHOM OCHOBE OPUAMYECKOE NNLO WUAN UHAMBUAYANbHDbIN
npeanpuvHMMaTeNnb, WMMeKWMe  IMLEH3UIO  Ha  AeATeNbHOCTb MO TEXHUYECKOM  3awuTe
KOHbMAEHUMANbHOM MHbOPpMALMN.

3. Mepbl no obecneyeHunto 6E30MACHOCTM MEPCOHANbHbIX AAHHbIX PEanM3yloTcA B pPaMKax
CUCTEMBI 3aLLMTbl NEPCOHaNbHbIX AaHHbIX, CO34aBaeMOM B COOTBETCTBMMU C TpeboBaHMAMM K 3awuTe
NepPCOHANbHbIX AaHHbIX MPU UX 06pPaboTKe B MHOOPMALMOHHBIX CUMCTEMAX NEPCOHANbHbBIX AAHHbIX,
YTBEPKAEHHbIMM MocTaHoBAeHWeM [lpaButenbctBa Poccuiickon Pepepaumnmn ot 1 Hosbpa 2012 r. N
1119, wn pomKkHbl ObiITb HanpaB/ieHbl Ha HENTPaNM3auUMio  aKTyanbHbIX yrpo3 6He3onacHocTu
NepCcoHaNbHbIX AAHHBIX.

4, Mepbl no obecneyeHuto HesonacHOCTU NepCoOHa/bHbIX AAdHHbIX Peasn3yroTCA B TOM YHucne
nocpeacrsom NnpMeHeEHUA B VIHd)OpMaLI,MOHHOﬁ cncreme CpencTts 3aliUThI MHd)OpMaLI,VIM, npoweguunx B
YCTAaHOBJIEHHOM nopAgKe npoueaypy OueHKM COOTBETCTBMUA, B C/y4aAx, Korga npuMeHeHUe TaKuUX
cpeAacts HEO6XOAMMO Aana HeﬁTpanM3aU,MM adKTYya/IbHbIX YIpo3 6esonacHoCTH NepCcoHabHbIX AaHHbIX.

KoHcynbTaHTlAOC: NnprMeyaHme.
Hymepauma nyHKTOB faHa B COOTBETCTBUM C ODULMANBbHBIM TEKCTOM AOKYMEHTA.
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6. OueHKa 3¢pdeKTUBHOCTU peasiM30BaHHbIX B paMKaxX CUCTEMbI 3aLlUTbl NEPCOHasbHbIX AAaHHbIX
mep no obecneyeHnto 6€30MNaCHOCTM NEPCOHANbHbIX SAHHbIX MPOBOAMUTCA ONEPaATOPOM CaMOCTOATENIbHO
nnn C npueaevyeHnem Ha ,EI,OFOBOpHOVI OoCcHOBe ropnanyecKknx nny, n MHONBNAYANbHbIX
npeanpuHUMmaTenei, UMeLMX TULEH3UIO Ha OCYLLECTBAEHME AeATe/IbHOCTU MO TEXHUYECKOM 3alumTe
KOHbMAEHUMaNbHOM MHbOpMaLMK. YKa3aHHaA OLEHKa NPOBOAMTCA HE peXke o4HOoro pasa B 3 roaa.

7. Mepbl no obecnevyeHnto 6€30NACHOCTU MEPCOHAsIbHbIX AaHHbIX MNpU MX o0bpaboTke B
rocyapCcTBEHHbIX WMHPOPMALMOHHbBIX CUCTEMAX MPUHMMAIOTCA B COOTBETCTBUM C TpeboBaHMAMMK O
3awmTe  MHPOpPMaLUW, COAEpPrKALLEenMcs B  rOCYAapCTBEHHbIX  WMHDOPMALMOHHbIX  CUCTEMAX,
ycTaHasnmBaembimn PCTIK Poccmm B npegenax CBOMX NONHOMOYMUIN B COOTBETCTBUM C YacTbio 5 cTaTbu
16 ®depepanbHoro 3akoHa oT 27 utona 2006 r. N 149-d3 "O6 uHPopmauum, MHOOPMALNOHHBIX
TEeXHoornsax u o 3awmte nHdopmauymm" (CobpaHue 3akoHoaaTenbcTBa Poccuiickon deaepauum, 2006,
N 31, cT. 3448; 2010, N 31, c1. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTaB 1 cogeprkaHue mep no obecneyeHnto 6e30nNacHoOCTM
NepCcoHaNbHbIX AAHHbIX

8. B coctaB mep no obecneyeHnto 6€30NacHOCTU NEPCOHANbHBIX AAHHbIX, PeaNn3yemblX B paMKax
CUCTEMbI 3aWMTbl MEPCOHA/bHbIX AAHHbBIX C YYETOM aKTyasbHbIX yrpo3 6e30macHOCTU MepcoHasbHbIX
OAHHbIX U NPUMEHAEMbIX MUHPOPMALLMOHHbIX TEXHOOMMI, BXOAAT:

MAEHTUPMKAUMA 1 ayTEHTUPUKaLUMUA CyObEKTOB A0CTYNa U 06BEKTOB AOCTYNa;
yrnpaB/ieHMe JOCTynomM cybbeKToB AOCTyNa K 06beKkTam A0CTyna;
orpaHu4YeHuMe NPorpammHon cpeapl;

3allMTa MaWWHHbIX HocuTenen MHOOPMALMKM, Ha KOTOPbIX XpaHATcAa U (uam) obpabatbiBatoTca
nepcoHanbHble AaHHble (fanee - MalMHHbIE HOCUTENN NEPCOHANbHbIX AaHHbIX);

pernctpaums cobbiTmii 6esonacHoCTy;

aHTUBMPYCHaA 3aWUTa;

obHapyKeHue (NpenoTBpaLleHne) BTOPKEHUN;

KOHTPO/1b (aHa/M3) 3aWMULLEHHOCTN NEPCOHANbHBIX AAHHbIX;

obecneyeHne LENOCTHOCTU MHPOPMALIMOHHOW CUCTEMbI M MEPCOHANbHbIX AAHHBbIX;
obecneyeHne AOCTYMHOCTU NEPCOHAbHBIX AAHHbIX;

3allMTa cpesbl BUPTYanmsauuu;

3allMTa TEXHUYECKMX CPEACTB;

3almMTa MHGOPMALMOHHOW CUCTEMbI, €€ CPeACTB, CUCTEM CBA3M U Nepeaaym AaHHbIX;

BbiIBJIEHWE UHUMAEHTOB (OAHOro COb6bLITUA UAWM TPYNMbl COObITUI), KOTOPbIE MOTYT MPUBECTU K
cboAM MM HapyweHUo GYHKLMOHMPOBAHWUA MHOOPMALMOHHOM CUCTEMbI U (MIM) K BO3HUKHOBEHWIO
yrpo3 6e30MacHOCTM NepCoHasIbHbIX AaHHbIX (Aanee - UHLUUAEHTbI), U pearMpoBaHue Ha Hux;

ynpasneHve KoHourypaumelh MHPOPMaLMOHHOM CUCTEMbI U CUCTEMbI 3aLUWTbI MEPCOHAJNbHbIX
OaHHbIX.

CoctaB u cogep>aHne mep no obecneyeHUto 6e30MacHOCTM MNEPCOHaNbHbIX AaHHbIX,
HeobxoAumbIX Ana obecneyeHWa Ka)aoro M3 ypoBHEMN 3allMUIEHHOCTM MNEPCOHasbHbIX AAHHbIX,
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npuBeAeHbl B NPUNOKEHUN K HACTOALLEMY AOKYMEHTY.

8.1. Mepbl no maeHTUOGMKaAUUM U ayTeHTUUKaUMM CyOBEKTOB A0CTyna M OOBbEKTOB A0CTyna
OOJ/IKHbl 0becneymBaTb MNPUCBOEHME CybbeKTam M 0ObEeKTaM [0CTyna YHMKa/JIbHOrO npu3HaKa
(naeHTMdUKATOpPA), cpaBHEHME NpPeabABAAEeMOro cybbektom (06beKkTom) AocTyna uaeHTUdMKaTopa C
nepeyHem NPUCBOEHHbIX UAEHTUOUKATOPOB, a TaKKe MPOBEPKY NPUHAANEKHOCTU CYBbeKTy (06beKTy)
AOoCTyna NpeabsaBAeHHOro UM naeHTUPKUKaTopa (noaTsepKaeHme NoaAMHHOCTH).

8.2. Mepbl MO ynpaBAEHUID AOCTYNOM CYObHEKTOB A0CTyrna K OObeKTam [AocCTyna [A0/IKHbI
obecneunBaTb ynpasiaeHWe npaBamu U NPUBUIETUAMMU CYOBbEKTOB AOCTyNa, pasrpaHMyYeHne AocTyna
CybBbEKTOB A0CTyNa K 06beKTam 40CTyNa Ha OCHOBE COBOKYMHOCTM YCTaHOB/IEHHbIX B MUHOPMALIMOHHOM
cucTeme npaBWA pasrpaHUYEHMA AOCTyna, a TakKe obecneuymBaTb KOHTPO/b 33 CObMOAEHMEM 3TUX
npasun.

8.3. Mepbl N0 OrpaHUYEHUIO NPOrPaMMHON cpeabl A0MXHbI o6ecneynBaTb YCTAaHOBKY U (Mau)
3anyCcK TO/IbKO pPa3speLleHHOro K WCMNo/ab30BaHWI0 B WMHOOPMALMOHHON cuUCTemMe MPOrpPammMHOro
obecrieyeHMa WM  WCKNOYATb BO3MOXHOCTb YCTaHOBKM W (MAM) 3anycka 3anpelieHHoro K
MCMO/Ib30BaHMNIO B MHPOPMALIMOHHOMN CMCTEME NMPOorpaMmmHoro obecnedeHus.

8.4. Mepbl Mo 3alWMTe MAaLUIMHHbIX HOCUTE/NEl MEepPCOHaNbHbIX AaHHbIX (cpeacTts 06paboTKu
(xpaHeva) NnepCcoHaNbHbIX AaHHbIX, Cbe€MHbIX MaLlUUHHbIX HocUuTenem nepcoHa/ibHbIX p,aHHbIX) AO/TKHbI
WCKNtOYaTb BO3SMOMXHOCTb HECAHKLUWMOHUPOBAHHOIO A0CTYMNa K MAaWMHHbIM HOCUTENAM U XPAHALLMMCA Ha
HUX MEepCOHaNbHbIM AaHHbIM, a TaKXe HeCaHKUWOHWPOBAHHOE WUCMOJIb30BaHWE CbEeMHbIX MaLUIUHHbIX
HOCUTeNen NepcoHaNbHbIX AaHHbIX.

8.5. Mepbl no peructpaumm cobbiTnii 6esonacHocTM A0MKHbI obecneymBaTb cbop, 3anuch,
XpaHeHue U 3alWmTy nHGopmMaunm o cobbiTax GesonacHoCcT B MHGOPMALIMOHHON CUCTEME, a TaKKe
BO3MOKHOCTb MPOCMOTPA M aHa/M3a MHGOPMALLMM O TaKUX COBBLITUAX U pearnpoBaHne Ha HUX.

8.6. Mepbl N0 aHTUBMPYCHOW 3alLMTe AOMKHbI 06ecneynBaTb obHapyKeHUe B UHGOPMALNOHHOWN
cuCTeMe KOMMbIOTEPHbIX NPOrpamm AnMbo MHOWM KommbloTepHON MHbOPMAUUKM, NpeaHasHaYeHHOW A
HECaHKLMOHUPOBAHHOIO YHUUYTOXKEHUSA, BAOKMPOBaHMA, MOANDUKALMM, KOMMPOBAHUA KOMMbIOTEPHOM
MHGOPMALMM WUAN HEeUTpanus3aumm CcpeacTB 3awmTbl MHPOPMAUMM, a TaKKe pearMpoBaHMe Ha
0bHapy:KeHWe 3TUX Nporpamm 1 MHGopmauum.

8.7. Mepbl no ob6HapyXeHuo (NpesoTBPaLLEHUIO) BTOPXKEHWI O0/MKHbI  obecneuynBaTb
obHapy)eHne AelCTBUM B MHPOPMALMOHHOW CUCTEeMe, HanpaBieHHbIX Ha HeCaHKLMOHWUPOBaHHbIN
AOCTYyNn K WHPopmaumu, chneumanbHble BO3AENCTBMA HA WHPOPMALMOHHYIO cuctemy wu (nam)
nepcoHanbHble AaHHble B LEeAAX A06blBaHWUA, YHUUTOMKEHMA, UCKAXKeHNA 1 BAOKMPOBaHWA AocTyna K
NepcoHanbHbIM AaHHbIM, @ TaK}Ke pearMpoBaHue Ha 3TV AeNCTBuUA.

8.8. Mepbl MO KOHTpOAO (aHanM3y) 3aWMLWEHHOCTM NEepPCoHaNbHbIX AAHHbIX  AOMXKHbI
obecneumBaTb KOHTPO/Ib YPOBHA 3ALUMLLEHHOCTU TMEPCOHANbHbLIX AaHHbIX, 0bpabaTbiBaembiX B
MHPOPMALMOHHOM cuUCTeEME, MNyTEM MNPOBELEHUA CUCTEMATUYECKUX MEepPOnpuATUIA N0  aHaAusy
3aLUMLLEHHOCTU MHOOPMALIMOHHOW CUCTEMBI U TECTUPOBAHUIO PabOTOCMOCOBHOCTM CUCTEMbI 3aLLUTHI
NepPCOHa/IbHbIX AAHHbIX.

8.9. Mepbl no obecneyeHunto UenoCTHOCTH I/IHCbOpN\aLI,VIOHHOI‘/JI CNCTEemMbl U NepCoHaNbHbIX OaHHbIX
AO0J/1KHbI obecneunBaTb OGHBIOY)KEHI/IG d)aKTOB HEeCaHKUMOHNPOBAHHOIO HapyweHunAa uUenoCTHOCTU
MHd)OpMaLLMOHHOVI CUCTEMbI N coaepKallnxca B Hel NepCOHaNIbHbIX AdHHbIX, @ TaKXe BO3MOXHOCTb
BOCCTaHOB/1EHUNA MH(I)OpMaLI,MOHHOﬁ CNCTEMDI U coaepXKallnxca B HeWn NnepCcoHaNbHbIX AaHHbIX.

8.10. Mepbl no obecrneyeHUIO [OCTYNHOCTU MEPCOHaNbHbIX AaHHbIX AO/KHbI obecneynsaTb
aBTOPU30BAHHbIM AOCTYN MONAb30BaTE/Ner, UMEOWMX NpaBa Mo AOCTyny, K NepcoHasNbHbIM LAHHbIM,
cogeprawmumea B MHPOPMALMOHHOM cUCTeMe, B LITATHOM pexume  PYHKLMOHMPOBAHUA
MHPOPMALMOHHOM CUCTEMBI.



8.11. Mepbl No 3awmuTe cpeapl BUPTYaNAM3aUUM AO0MKHbI UCKNHOYATb HECAaHKLMOHWUPOBAHHbIM
JOCTYN K MNepcoHanbHbIM AaHHbIM, 06pabaTbiBaemMbiM B BUPTYanbHOW MHPPACTPYKTYpe, MU K
KOMMOHEHTaM BUPTYyaNbHON MHPPACTPYKTYpPbI U (MAKn) BO3AENCTBME Ha HUX, B TOM YMC/IE K CPeacTBam
ynpaBneHnn BUPTYyasibHOW MHPPACTPYKTYPOMN, MOHUTOPY BUPTYasIbHbIX MaLlMH (rMnepBu3opy), cucteme
XPaHEHMS [OaHHbIX (BKAOYAA CUCTEMY XpaHeHuss 06pa3oB BUPTyasnbHOW MHOPACTPYKTYPbI), CeTU
nepefaym JAaHHbIX Yepe3 3/eMeHTbl BUPTYaNbHON WMAN GU3NYECKON WMHOPPACTPYKTYPbl, FOCTEBbLIM
ONepauNoOHHbIM CUCTEMaM, BMPTYasibHbIM MalUMHaM (KOHTeMHepam), cucteme U CeTU persivkauumum,
TEPMWUHANIbHBIM U BUPTYyaNbHbIM YCTPOMCTBAM, a TaKXe CUCTEME pPEe3epPBHOr0 KOMMPOBAHUA W
CO3/aBaeMbIM €0 KOMUAM.

8.12. Mepbl Mo 3almUTe TEXHNYECKUX CPEACTB A0KHbI UCKIOYATb HECAHKLMOHMPOBAHHbIN AOCTYN
K CTAUMOHAPHbIM TEXHUYECKMM cpeacTBam, 0bpabaTbiBaloWMM NepcoHanbHble AaHHble, CpeacTBam,
obecneunBatownm PpyHKLMOHUPOBaHME MHDOPMALIMOHHOM cucTemMbl (Oanee - cpeactsa obecneyeHus
bYHKLUMOHNPOBAHMA), U B MOMELLLEHUA, B KOTOPbIX OHW MOCTOAHHO PACMONOXKEHbI, 3aLLUTY TEXHNUYECKMX
CPeACTB OT BHELWHWX BO34ENCTBUM, a TaKXKe 3aWMTy NepCOHasbHbIX AaHHbIX, NPeACTaBAEHHbIX B BUAE
MHPOPMATUBHbBIX INEKTPUUYECKUX CUTHANOB N PU3MYECKMX NONEN.

8.13. Mepbl no 3awmTe MHPOPMALMOHHON CUCTEMbI, €€ CPeaCTB, CUCTEM CBA3W M Nepesauu
OaHHbIX  JO/MKHbI  obecneumBaTb  3alMTy  MEPCOHA/bHbIX  AaHHbIX  NPU  B3aUMOZAENCTBUM
MHGOPMALNOHHOM CUCTEMbBI MU €€ OTAE/bHbIX CErMEHTOB C MHbIMU MHPOPMALIMOHHBIMK CUCTEMAMM U
VIHd)OpmaLI,VIOHHO-TeI'IeKOMMyHVIKaLI,VIOHHbIMVI cetTamum nocpeAacTtsom npumeHeHunA APXUTEKTYpPbI
MHOOPMALMOHHOM CUCTEMbI U MPOEKTHbIX PELUEHMIA, HanpaBaeHHbIX Ha obecneyeHne Ge3onacHoOCTU
NnepcoHabHbIX AaHHbIX.

8.14. Mepbl NO BbIABAEHUIO WMHUMAEHTOB M PearMpoBaHUIO HA HUX AOJXKHbI obecneymBaTb
06HapyKeHne, naeHTUOUKaLMIO, aHANN3 UHLMAEHTOB B MUHPOPMALMOHHOM CUCTEME, @ TaKKe NPUHATUE
Mep No YCTPaHEHUIO U NpeaynpexaeHU0 MHUUMAEHTOB.

8.15. Mepbl No ynpaBAeHUO KoHpUrypaumein MHGOPMaLMOHHON CUCTEMbI U CUCTEMbI 3aLUUTBI
NepCcoHanbHbIX [AaHHbIX AO0/KHbI  obecneumsBaTb ynNpaB/ieHUE M3IMEHEHUAMM  KOHPUrypaumm
MHPOPMALMOHHON CUCTEMbBI U CUCTEMbI 3aLUUTbl MEPCOHANbHbIX AAHHbIX, aHaAu3 MOTeHUMaAbHOro
BO34ENCTBMA MNJAaHUPYEMbIX M3MEHEHMM Ha obecneyeHne 6e30NaCHOCTU MEPCOHaNbHbIX AaHHbIX, a
TaKXe JOKYMEHTUPOBaHUE 3TUX M3MeHeHVIl‘/JI.

9. Bblbop mep no obecneyeHnto 6e30NaCHOCTM NEPCOHA/bHbLIX AaHHbLIX, NOAAEXKaALMX
peanusauumn B MHOOPMALMOHHOW CUCTEME B pPaMKax CUCTEMbI 3alMTbl MEPCOHAJIbHbIX AAHHBIX,
BK/IIOYAET:

onpezeneHune 6asosoro Habopa mep no obecrnevyeHmto 6e30NacCHOCTU NEPCOHaNbHbIX AaHHbIX AN
YCTaHOB/IEHHOrO YPOBHA 3alUMLLEHHOCTM MEePCOHabHbIX AaHHbIX B COOTBETCTBMM C 6a30BbiMM
Habopamu mep no obecneyeHnto 6e30MacHOCTM MNEPCOHaNbHbIX AAHHbIX, MNPUBEAEHHbIMM B
NPUNONKEHUN K HACTOALLEMY AOKYMEHTY;

ajanTtauuio 6asoBoro Habopa mep no obecneuveHuto 6e30MaCHOCTU NEPCOHANbHBLIX AAHHbIX C
YYETOM CTPYKTYPHO-PYHKLMOHANbHBIX XapaKTEPUCTUK MHPOPMALMOHHOM cuctembl, MHPOPMaLMOHHBIX
TEeXHO0rnM, ocobeHHocTeN PYHKUMOHNMPOBAHMA MHGOPMALLMOHHOM CUCTEMBI (B TOM YMCE UCKIOYEHUE
n3 6a3oBoro Habopa mep, HEnocpPeACTBEHHO CBA3AHHbIX C MHPOPMALMOHHBIMM TEXHONOIMAMM, He
MCMONb3YEMbIMM B MHPOPMaLMOHHOM cucTeme, nm CTPYKTYPHO-OYHKLMOHANbHBIMM
XapaKTEPUCTUKAMM, HE CBOMCTBEHHbIMW MHPOPMALMOHHOM cucTeME);

YTOYHEHWEe aJanTupoBaHHOro 6asoBoro Habopa mep no obecrneyeHutio 6He30MacHOCTM
MepcoHaNbHbIX AAHHbLIX C Yy4eTOM He Bbl6paHHbIX paHee Mep, MNPUBEAEHHbIX B MPUIOKEHUU K
HacToAleMy AOKYMEHTY, B pesynbTaTe 4Yero onpegenaiwotca mepbl no obecneyeHuto 6esonacHocTu
NepcoHaNbHbIX AAaHHbIX, HanpaB/ieHHble Ha HeWTPaNM3aLMio BCeX aKTyalbHbIX yrpo3 6esonacHocTu
NepcoHaNbHbIX AaHHbIX AN KOHKPETHON MHDOPMALMOHHOW CUCTEMDI;



OOMNOJ/IHEHWE YTOYHEHHOrO afanTUpPoBaHHOro 6a3oBoro Habopa Mmep no obecrneyeHuto
6e30MacHOCTM MNepCcoHa/bHbIX AAHHbIX Mepamu, obecneymBaloWUMM BbINOAHEHWE TpPeboBaHUI K
3alMTe MEePCOHasIbHbIX AAHHbIX, YCTAHOBJIEHHbIMW WMHbIMU HOPMATUBHbIMW MNPABOBbIMW aKTamMu B
obnactn obecneyeHma 6€30NacHOCTN NEPCOHA/bHbIX AaHHbIX U 3aWUTbl UHPOPMaLNK.

10. Mpun HEBO3MOXKHOCTM TEXHMYECKOW peannsauum oTAeNbHbIX BblOpaHHbIX Mep Mo
obecneyeHnto 6€30MaCHOCTM MEPCOHANbHbIX AaHHbIX, @ TaKXe C Yy4eTOM 3SKOHOMMUYECKOM
LenecoobpasHoOCTM Ha 3Tanax aganTtaummn 6asosoro Habopa mep U (MAK) YyTOYHEHMA aAanTUPOBaHHOIO
6asoBoro Habopa mep MoOryT pa3pabaTtbiBaTbCA WHble (KOMMNEHCUPYIOLLME) Mepbl, HanpaB/ieHHbIEe Ha
HEeNTpann3aLmio aKTyasibHbIX yrpo3 6e30nacHOCTM NepcoHanbHbIX AAHHbIX.

B atom CcQiydyae B xoae pa3pa60TKM CUCTEMDBI 3alWNTbl NMepPCOHaNbHbIX AaHHbLIX O0/1XKHO 6bITb
nposeaeHo obocHoBaHWe NPUMEHEHNA KOMMNEHCUPYHOWNUX Mep AnAa obecneyeHns 6esonacHoCcTU
NepPCOHaNbHbIX AaHHbIX.

11. B cnyyae onpeaeneHns B COOTBETCTBUM C TpeboBaHMAMM K 3alMTe NMepCcoHasbHbIX NPU KX
0bpaboTke B MHGOPMALIMOHHBIX CUCTEMAX MEPCOHAJIbHBIX AAHHbIX, YTBEPKAEHHbIMU MOCTAHOB/IEHNEM
Mpasutenbctsa Poccuiickoit Pegepaumm ot 1 Hosbpa 2012 r. N 1119, B KayecTBe aKTyasibHbIX Yyrpos
6€30MacHOCTM MEePCOHabHbIX AaHHbIX 1-ro U 2-ro TMNOB AOMNONHUTENIBHO K Mepam Mo obecrneyeHuto
6€30NacHOCTU MNEePCOHaNbHbIX JaHHbIX, YKa3aHHbIM B MYyHKTE 8 HaCTOALLIEro AOKYMEHTa, MOryT
NPUMEHATLCA Cieaytollne Mepbl:

npoBepKa CUCTEMHONO U (MAKW) NPUKNAAHOTO MNPOrpPammMHOro obecneyeHus, BKAKOYas
NPOrpammHbIM  KoA, Ha OTCYTCTBME HeAeKNapUPOBaHHbIX BO3MOMHOCTEW C WUCNO/Jb30BaHMEM
aBTOMaTM3MPOBAHHbIX CPEACTB U (Mn) 6e3 MCNoNb30BaHMA TaKOBbIX;

TecTuposaHume MHd)OpMaLI,MOHHOﬁ CNCTemMbl Ha NPOHNKHOBEHMUA,

MCMNoAb30BaHNE B MHPOPMALLMOHHOMN CUCTEME CUCTEMHOTIO M (MAKM) NPUKNALHOIO NPOrPaMMHOrIO
obecneyeHwns, paspaboTaHHOIO C UCMONb30BAHMEM METOA0B 3aLUMLLEHHOMO NPOrPAaMMMPOBaHHA.

12. TexHnyeckme Mepbl 3alnTbl NePCOHAIbHbLIX AaHHbIX Peann3yroTca nocpeactsom npumeHeHUA
CpeAcTB 3alWmMTbl MHPOPMALMK, B TOM UYMC/e MPOrpammHbIX (NporpamMmHo-annapaTHbIX) CpeacTs, B
KOTOPbIX OHM Peann3oBaHbl, MMerLWNX Heobxoanumble GyHKLUKN 6e30MacHOCTH.

MpM MCNonb3oBaHUM B MHOOPMAUMOHHLIX CUCTEMAx CEPTUOMLMPOBAHHLIX MO TpeboBaHUAM
6e30nacHOCTM MHGOPMaLMM CPeACTB 3alnUTbl MHPOpMaLUN:

B MHPOPMALUMOHHbBIX cnucTemax 1 ypOBHSA 3aLMLEHHOCTM NEPCOHANbHbBIX AaHHbIX NMPUMEHAOTCA
CpencTea 3awuTbl MHGOPMALMM He HUMKe 4 Kacca, a TaKKe CPeacTBa BblYUC/IUTENIbHOM TEXHUKU He
HWKe 5 Knacca;

B MHOOPMALUMOHHBIX CUCTEMAX 2 YPOBHSA 3aLUMLLEHHOCTU MEPCOHAsbHbIX AAHHbIX NPUMEHSIOTCS
CpencTBa 3awmTbl MHGOPMALMM HE HUMKe 5 Kiacca, a TakKe CPeacTBa BblYUC/IUTENIbHOM TEXHUKU He
HuKe 5 Knacca;

B MHOOPMALUMOHHbBIX CUCTEMAX 3 YPOBHS 3aLUMLLEHHOCTU NMEPCOHasbHbIX AAHHbIX NPUMEHAITCA
cpeAcTBa 3awWmTbl MHOOPMALUM HE HUMXKe 6 Kiacca, a TaKKe CPeAcTBa BbIYUCAUTE/IBHOM TEXHUKU He
HUXe 5 Knacca;

B MHPOPMALUMOHHbBIX cucTemax 4 ypOBHSA 3aWMLEHHOCTM NEPCOHANbHbBIX AaHHbIX NPUMEHALOTCA
CcpeAcTBa 3awWmTbl MHOOPMALUM HE HUMKe 6 Knacca, a TaKXKe CPeAcTBa BbIMMC/IUTENbHOM TEXHUKU He
HUXKe 6 Knacca.

Knaccbl 3awmTbl onpenensAloTcas B COOTBETCTBMUM C HOPMATMBHLIMM MPABOBLIMW  aKTaMM,
M34aHHbIMM B COOTBETCTBMM C nognyHkTom 13.1 nyHKTa 8 MonoxkeHus o depepanbHol cayxbe no
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TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOI, YTBEpXKAEHHOro Ykasom [lpe3umaeHta Poccuiickoi
depgepaunm ot 16 aBrycta 2004 r. N 1085.

Mpn uncnonb3oBaHUM B  MHPOPMALMOHHBLIX CUCTEMAX CPEeACTB  3almTbl  MHPOpMaUUK,
CcepTMOMUMPOBAHHBIX MO TpeboBaHMAM Oe3onacHOCTU WMHPOPMALMMK, YKa3aHHble CPeacTBa AOJIMKHbI
6bITb  cepTMdUUMPOBAHbI Ha COOTBETCTBME 0b6A3aTeNbHbiM TpeboBaHMAM no 6e3onacHoOCTU
MHbOPMaLUM, YCTAaHOBIEHHbIM HOPMAaTUBHbIMM MPaBOBbIMM akTaMu, UM TPeboBaHUAM, YKa3aHHbIM B
TEeXHUYECKMX YyCNoBumAX (3aaHmAax no 6esonacHocTyn).

(DYHKLI,MM 6esonacHoCTH cpeacTs 3aWnTbIl MHd)OpMaLI,MM AO0J1IXKHbI obecneynBaTb BbINOJHEHNE mep
no obecneyeHunto besonacHoOCTH NepPCOHaNbHbIX AaHHbIX, coAepXKalNXCA B HACTOALWLEM AOKYMEHTE.

Ona obecneveHna 1 M 2 ypoBHEM 3aLUMLLEHHOCTM MEPCOHANbHbLIX AAHHbLIX, @ TaKXe ANs
obecneyeHnn 3 ypOBHA 3aLUMULEHHOCTU MEPCOHaNbHbIX AAHHbIX B MHPOPMAUMOHHBIX CUCTEMAX, ANA
KOTOPbIX K aKTya/ibHbIM OTHEeCeHbl Yrpo3bl 2-ro TMNa, NPUMEHAIOTCA CcepTUPULMPOBaHHbIE CPeaCcTBa
3aWmTbl UHPOPMALUK, NporpammHoe obecneyeHre KOTOPbIX MPOLLIO MPOBEPKY HE HUXKe yem no 4
YPOBHIO KOHTPO/ISl OTCYTCTBUA HEAEKNAPMPOBAHHbIX BO3MOMKHOCTEN.

(n. 12 B pep, Mpukasa OCTIK Poccum ot 23.03.2017 N 49)

13. Mpn Ucnonb3oBaHUN B MHPOPMALMOHHBIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUI U
BbISIBJIEHNUN [ONONAHUTE/NIbHBIX Yrpo3 6e30MacHOCTM MNEePCOHANbHbIX AaHHbIX, A8 KOTOPbIX He
onpeaeneHbl Mepbl obecneyeHns ux 6e3o0nacHOCTU, AOJIKHbI pa3pabaTbiBaTbCA KOMMEHCUpYOLne
Mepbl B COOTBETCTBUMN C NYHKTOM 10 HACTOALLEro AOKYMEHTA.

MpunoxkeHune

K CocTaBy U coaep:KaHuto
OpPraHM3aUMOHHBIX M TEXHUYECKUX
mep no obecneyeHnto 6eszonacHoCcTH
NepPCoHaNbHbIX AaHHbIX MPU UX
06paboTke B MHPOPMALMOHHbIX
cucTeMax NepcoHasibHbIX AAHHbIX

COCTAB U COOEPHKAHUNE
MEP MO OBECMEYEHNIO BE3ONACHOCTU NMEPCOHAJIbHbIX AHHbIX,
HEOBXOANMBbIX /19 OBECNEYEHMA KAXKAOMO 13 YPOBHEWN
SAWWMWEHHOCTU NEPCOHA/IbHBIX JAHHbIX
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YcnoBHoe
obo3HauyeHne n
HOMep Mepbl

Co,u,epmaHme mMep no obecneyeHunto 6esonacHOCTH
NnepCcoHanbHbIX AaHHbIX

YPOBHM 3aLMLLEHHOCTH
NepPCoHaNbHbIX AaHHbIX

4 3 2 1

I. UgeHTUdMKauma 1 ayTeHTUPUKaLMA cybbEKTOB A0CTyna 1 06bekToB gocTtyna (MAD)

NA®.1

NaeHTUOMKAUMA M ayTeHTUPUKaAuMA NoNb30BaTeNen,
Asnaowmxca paboTHMKamu onepaTopa

+ + + +

NA®D.2

NaeHTUOMKAUMA M ayTeHTUPMKAUMA YCTPOMCTB, B TOM
yucne CTaumoHapHbIX, MOBUBbHBIX U MOPTATUBHbIX

NAD.3

YnpasneHve naeHTMGrMKaTopamm, B TOM YnC/ie CO34aHMe,
NPUCBOEHWE, YHUUTOXKEHUE UAEHTUUKATOPOB

NAD.4

YnpasneHue cpeacTBamu ayTeHTUGUMKALUK, B TOM Yucie
XpaHeHWe, Bblgaya, WHUUMANM3aUMA, BNOKMpoBaHMUeE
CPeAcTB ayTeHTUPUKALMM M MPUHATAE Mep B Ciaydae
yTpaTbl n (nnn) KOMMpomeTauum cpeAacTs
ayTeHTUdUKaLMM

NA®D.5

3awmTa obpaTHOM CBA3M NPU BBOAE ayTEHTUUKALLMOHHOM
nHbopmaumnm

NAD.6

NaeHTUOMKauMA M ayTeHTUPMKAUMA Nosib3oBaTenen, He
ApnslowmMxca  paboTHMKamM  onepaTopa  (BHELWHMX
nonb3oBaTenemn)

. YnpaBneHue AocTynom cybbeKToB A0CTyna K o6bektam aoctyna (YNA)

yna.1

YnpasneHve (3asedeHve, aKkTusauumaA, 610KMpoBaHWE U
YHUUYTOXEHME) YYETHbIMM 3anucamu nosib3oBaTenei, B
TOM YMcCNe BHeLLHMX NoJib3oBaTesel

+ + + +

yna.2

Peanusauma HeobxoAMMbIX MeTOAO0B (AMCKPELMNOHHBIN,




MaHAATHbIN, PONEBOM UAU WHOM MeTof), TUMOB (4TeHue,
3anucb, BbINO/MIHEHWME WAM  WHOW TUN) U nNpaBua
pasrpaHuyeHus goctyna

ynga.3

YnpasneHve (¢GuabTpaumsa, MaplUpyTU3aLMs, KOHTPOJb
coegMHEHWN, OpHOHAMNpaB/ieHHasA Mnepegaya W WHble
cnocobbl ynpasneHuns) WHOGOPMALMOHHBIMW MNOTOKAMMU
MeXay YCTPOMCTBAaMW, CErmeHTamm WHGOPMALMOHHOM
CUCTEMbI, a TakXe MmMexXay MHPOPMALMOHHbIMU
cMcteMamm

yng.4

PasgeneHne nonHomouunit (poneit) nosnb3oBaTenew,
aAMUHUCTPATOPOB " nu, obecneunBaoLmx
dYHKUMOHMpPOBaHUE NHGOPMALIMOHHOM CUCTEMDI

yna.s

HasHauyeHMe MWHUMANBbHO HeobxoguMmbIX npaB W
NPUBUAEIMA  NOAb30BATENAM, ALMMHUCTPATOPaM MU
muam, obecneumBatoLnm bYHKUMOHMpPOBaHMeE
MHPOPMALMOHHOM CUCTEMBI

yna.e

OrpaHuyeHne  HeycCrnewHblX  MOMbITOK  BXoga B
MHOOPMaLMOHHYI0 cucTemMy (LocTyna K MHPOPMaLMOHHOM
cucteme)

yna.7

MpeaynpexaeHne nonb3oBaTeNa MnpuM ero BXo4e B
MHPOPMALMOHHYID  cucTeMy O  TOM,  YTO
WHPOPMALMOHHOM CUCTEME pPeannsoBaHbl Mepbl MO
obecneyeHnto 6€30NaCHOCTM NEPCOHANbHbIX AAHHbIX, U O
HeobxoanmocTu cobntopeHnn YCTaHOB/EHHbIX
onepaTopom npasuna 06paboTKM NepcoHaNbHbIX AaHHbIX

yna.8

OnoseleHMe MOAb30BaTENA MOCAE YCMEWHOro BXo4a B
MHPOPMALMOHHYIO CUCTEMY O €ro npeaplayliem Bxoge B
MHPOPMaLMOHHYIO cUcTeMy




yna.o

OrpaHuyeHne YnMcna napaniesbHbIX CeaHCOB AOCTyna Ans
Kaxkpom y4yeTHoM 3anucu nonb3oBaTens
MHPOPMaLMOHHOM CUCTEMDbI

ynz.10

BnokuMpoBaHMe ceaHca AocTyna B WHOOPMALMUOHHYIO
cMCTeMy MOCJ/ie YCTaHOBNEHHOrO BpemMeHu besgencreuma
(HeakTMBHOCTM) NoONb30BATENSA UK MO €ro 3anpocy

yna.1i

PaspeweHne  (3anper) AOelcTBUI  Nonb3oBaTeNew,
paspeLleHHbIX 40 UAEHTUOUKAUMKN U ayTEHTUDUKALUN

ynga.12

Moppep»Ka M coxpaHeHue aTpubytoB 6esonacHocTu
(meTok 6e3onacHocTM), cBA3aHHbIX C WHboOpmauunen B
npouecce ee xpaHeHUA 1 06paboTKK

yng.13

Peanusauma  3aWMUIEHHOrO  yAaseHHOro  AocTyna
CcybbeKToB A0CTyNa K 06beKkTam A0CTyna Yepes BHellHue
MHDOPMaLMOHHO-TENEKOMMYHUKALMOHHbIE CETU

yna.14

PernameHTauMa ¥ KOHTPO/Ib  WCMOAb30BaHWA B
MHOOPMALMOHHON cUCTeMEe TexHosormMii 6ecnpoBOAHOro
foctyna

yNng.15

PernameHTauma n KOHTPO/1b MCNoNb30BaHUA B
MHd)OpMaLI,MOHHOﬁ cucTeme  MOBUAbHBIX  TEXHUYECKMX
cpencrte

yng.16

YnpaBneHve B3auMOAeNcTBMEM C MHGOPMALMOHHBIMU
cuctemamm CTOPOHHMX  OpraHu3aumii (BHEWHMe
MHPOPMALMOHHbIE CUCTEMDbI)

yna.17

ObecneyeHune [OBepeHHoM 3arpysKku cpeacTs
BbIYNCANTENbHON TEXHUKM

[Il. OrpaHnyeHme nporpammHoii cpeapl (OMC)




onc.1

YnpaBneHve 3anyckom (o6palieHusMn) KOMMOHEHTOB
nporpaMmmHoro obecneuyeHus, B TOM Yncne onpegeneHue
3aMycKaemblX KOMMNOHEHTOB, HACTPOMKa NapameTpoB
3aMycka  KOMMOHEHTOB, KOHTPO/Jb 3@  3aMycKom
KOMMOHEHTOB NPOrpaMmHoro obecneyeHus

onc.2

YnpaB/ieHue YCTaHOBKOM (MHCTannsumneir) KOMMNOHEHTOB
nporpammHoro obecneyeHusi, B TOM 4Mcie onpeaeneHue
KOMMOHEHTOB, NOAJe)alWux YCTaHOBKE, HACTPOMKa
rnapameTpoB YCTAaHOBKM KOMMOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOW KOMMOHEHTOB NporpammHoro obecnevyeHums

onc.3

YcTaHOBKa (MHCTannAuma) TONbKO paspeleHHoro K
MCMNO/b30BaHUIO NporpammHoro obecnedyeHus u (Mau) ero
KOMMOHEHTOB

onc.4

YnpasneHue BpemeHHbIMK daitiamn, B TOM YMcae 3anperT,
paspelleHne, MepeHanpaBieHWe 3anucu, ypaneHuve
BpeMeHHbIX paiinos

IV. 3alumTa MalMHHBIX HOCUTENIe NePCOHabHbIX AAHHbIX

(3HW)

3HN.1

YyeT MalLMHHbIX HocuTenemn NnepCoHaNbHbIX AaHHbIX

3HW.2

YnpasneHne A0CTYyNnom K MaWWHHbIM HOCUTENnAm
nepCcoHaNbHbIX AaHHbIX

3HW.3

KOHTpOJ’Ib nepemeweHnA MaLWWnHHbIX HocuTenemn
NepCoHaNbHbIX AaHHbLIX 3a nNpeaenbl KOHTpOﬂMpyeMOl\;I
30HbI

3HN.4

UckntoveHne BO3MOXHOCTU HECaHKUNOHNPOBAHHOIO
O3HaKoOMNeHNA C cogepxaHnem nepcoHaNbHbIX OaHHbIX,
XpPaHALWNXCA Ha  MaWWHHbIX  HOCUTENAX, n (MJ'IM)
MCNONb30BaHMA HoOcCUTenel NnepCcoHa/ibHbIX AadHHbIX B




UHbIX MHCbOpMaLI,MOHHbIX cncremax

3HW.5

KoHTponb ncnonb3oBaHus uHTepdelicos BBoaa (BbiBoAaA)
UHOOPMaLMN Ha MaLIMHHbIE HOCUTENIM MEePCOHasIbHbIX
JaHHbIX

3HN.6

KoHTponb BBOAA (BbIBOAA) MHPOPMALMM HA MALUMHHbIE
HOCUTENN NEPCOHANbHbIX AAHHbIX

3HW.7

KoHTponb  nogkatouyeHus MaLUMHHbIX HocuTenemn
NepCcoHaNbHbIX AaHHbIX

3HN.8

YHUUTOXKEHUNE (cTnpaHume) nnu obesnnumsaHune
NepPCoOHaNbHbIX AaHHbIX Ha MALUIMHHbBIX HOCUTENAX NPU KX
nepejade Mmexay NOMb30BaTensaMuM, B  CTOPOHHMUE
OopraHuMsaumMM Aaa PemoHTa WAW YTUAM3AUMKM, a TaKXKe
KOHTPO/1b YHUUTOXKEHUA (CTUpPaHMA) nan obesnnumnmsaHms

V. Pernctpauyms cobbituii 6esonacHoctu (PCB)

PCB.1

OnpepeneHne cobbiTMii  6He30nNacHOCTM, MNoA/eXKalnxX
perucTpaumm, 1 CPOKOB UX XpaHeHuA

PCB.2

Onpep,eneHme COCTaBa WM coaepaHuA VIHd)OpMaLI,I/II/I o
cobbITHAX 6e3OI'IaCHOCTVI, nognexawmx perncrpaymnm

PCB.3

C6op, 3anMcb WM XpaHeHWe WHPopMauuM O CcobBbITUAX
6€e30MacHOCTM B TeYeHWe YCTaHOBAEHHOTO0 BPEMEHMU
XpaHeHuA

PCb.4

PearmpoBaHve Ha cbou npu perncTpauum cobbiTui
6e30MacHOCTK, B TOM YMC/ie annapaTHble U NPOrpammHble
OWNOKM, cbouM B mexaHM3max cbopa uWHboOpmauumn wu
AOCTMXEHME npegena WAM nepenonHeHua obbema
(emkocTn) namaTtu




PCB.5 MOHUTOPUHT (npocmortp, aHanus) pe3ynbTaToB
perucTpaummn cobbiTmii 6e30NacHOCTM U pearMpoBaHUe Ha

HUX
PCb.6 leHepupoBaHue BPEeMEHHbIX METOK u (nnn)
CUHXPOHU3aUMSA CUCTEMHOIO BpEMEHMU B

MHGOPMaLMOHHON cucTeme

PCB.7 3awmTa nHpopmaunmn o cobbITUAax 6esonacHocTU +

VI. AHTMBMpPYCHas 3awmTa (AB3)

AB3.1 Peanusauma aHTUBMPYCHOM 3aLLUTbI +

AB3.2 O6HoBNeHMe 6a3bl [aHHbIX MPU3HAKOB BPEAOHOCHbIX| +
KOMMbIOTEPHbIX Mporpamm (BUpycos)

VII. O6Hapy:xeHue BTopKeHn (COB)

COB.1 O6HapyKeHue BTOpPKEeHUI

COB.2 O6HoBNeHMe Ha3bl peLlatolmnx npaBun

VIII. KoHTpoAb (aHanu3) 3almiLeHHOCTU NepCcoHasbHbIX AaHHbIX (AH3)

AH3.1 BoinBneHMe, aHanu3 yasBuMmocTer MHPOpPMaLMOHHOM
CUCTEMbI M ONEPATMBHOE YCTPaHEHWE BHOBb BbIABAEHHbIX
YS3BUMOCTEMN

AH3.2 KoHTponb  ycTaHOBKM  OBGHOBAEHWI  MmporpammHoro| +

o6ecr|equMﬂ, BK/AtoYas 0bHoBNEHME nporpammHoro
obecneyeHus cpencTs 3alLnTbI VIHd)OpMaLI,VIVI

AH3.3 KoHTponb paboTocnocobHOCTH, MapameTpoB HaCTPOMKU U
NpasuIbHOCTU bYHKLMOHNPOBAHMUA NPOrpamMmmHoOro
obecneyeHuns 1 cpeacTs 3aWwUTbl HGOPMALLUK




AH3.4 KOHTpOnb cocTaBa TEXHUYECKUX CPeACcTB, MPOrpammHOro + +
obecneyeHuUs 1 cpeacTs 3aLmTbl UHGOPMaLLUN

AH3.5 KoHTpo/Nb npaBun reHepauum U CMeHbl naposei +
nonb3oBaTeNen, 3aBeAeHNA U YAANEHNA YYETHbIX 3anucen
nonb3oBaTenen, peanusauMm MpPaBua  pasrpaHMYeHnn
[ocTyna, NOJIHOMOY UM nonb3oBaTenem B
MHOOPMaLMOHHON cucTeme

IX. ObecneyeHune LENOCTHOCTM MHHOPMALMOHHOM CUCTEMbI U NEPCOHaNbHbIX AaHHbIX (OLL)

oun.l KOHTpO/Ib LENOCTHOCTM nporpammHoro obecneyeHus, +
BK/lOYas nporpammHoe obecneyeHne cpencTB 3almThI
MHbOPMaLum
oun.2 KoHTponb LeNoCTHOCTH nepcoHanbHbIX OAHHbIX,
cofepawmxca B 6asax AaHHbIX  MHDOPMALMOHHOM
cuUCTEMBI
oun.3 ObecneyeHne BO3MOXHOCTHU BOCCTAHOBNEHMUA

nporpammHoro obecneyeHuns, BKAOYaA MNPOrpaMmHoe
obecreyeHne CpeacTs 3aWUTbl  UHGOPMaLUKN, MpU
BO3HWKHOBEHWW HELITATHbIX CUTYyaLMit

oun.a O6Hapy:KeHne W pearnpoBaHMe Ha MOCTyN/JeHne B +
MHOOPMAUNOHHYIO cuctemy He3anpalwunBaemblx
3NEKTPOHHbIX COOBLEHNI (NUcem, AOKYMEHTOB) U UHOW
MHGOpMaUUM, He OTHOCAWMXCA K PYHKUMOHUPOBAHMUIO
MHDOPMaLMOHHOM cMcTeMbI (3alLMTa OT cnama)

oun.s KoHTponb copepaHua nHbopmauum, nepegaBaemont m3
MHPOpPMALMOHHOM CUCTEMDI (KoHTelHepHbIN,
OCHOBaHHbI Ha CBOWMCTBax O0bbeKTa Aoctyna, u (nan)
KOHTEHTHbIM, OCHOBaHHbIA Ha MOWUCKE 3anpeLlLeHHOM K
nepegadye WMHPOpMaLMM C MCNONL3OBAHMEM CUTHATYD,




MaCOK M UHbIX METOLOB), U UCKIIOYEHNE HEMPaBOMEPHOM
nepeaaun nHGopmaLmMm u3 MHGOPMaLMOHHOM CUCTEMBI

ous.e OrpaHunyeHne npas nosb3oBaTtesnien no BBOAY
nHdopmaumm B MHPOPMALMOHHYIO CUCTEMY

oun.7 KOHTpOAb TOYHOCTU, MOAHOTbI U MPaBUALHOCTU AAHHbIX,
BBOAUMbIX B UHPOPMALIMOHHYIO CUCTEMY

oun.8 KoHTponb oOWwnbBOYHbIX AelCTBMIA MNoAb3oBaTesnen Mo
BBOAY W (MAn) nepepaye nNepPCcOHaNbHbIX [AaHHbIX U
npeaynpexaeHne nosnb3oBatesieldr 06  OWWMOOYHbIX
AencTBmax

X. Ob6ecnevyeHne AOCTYNHOCTM NEPCOHANbHbIX AaHHbIX (O4T)

oAaT.1 Ncnonb3oBaHMe OTKA30yCTOMUYMBBIX TEXHUYECKUX CPeacTB

0oAaT.2 PesepBupoBaHME TEXHUYECKUX CPeACTB, MPOrpamMmmHOro
obecneyeHus, KaHanoB nepegaym MHpopmaumm, cpeacTs
obecneyeHnss  GYHKUMOHMPOBAHUA  MHDOPMALIMOHHOM
cUCTEMBI

OoAT.3 KoHTposb 6e30TKaszHOro ¢pyHKLMOHMPOBAHWNS TEXHMUYECKNUX
cpeacts, oOHapyeHMe W NOKanuM3auma  OTKA30B
GYHKUMOHMPOBAHMA, NPUHATME Mep NO BOCCTAaHOBAEHMUIO
OTKa3aBLUMX CPEACTB N UX TeCTUPOBAHUE

oAT.4 NMepuoanyeckoe pesepBHOE KONUPOBAHWE MepPCOHaNbHbIX
OaHHbIX Ha pesepBHble MaLUMHHblEe HoCcuTeNU
NepCcoHaNbHbIX AAHHbIX

oAarT.s ObecneuyeHne BO3MOXHOCTHU BOCCTAHOBNEHMUA
NepCcoHaNbHbIX  AaHHbIX C  Pe3epPBHbIX  MALUMHHbIX
HOCUTeNel NepcoHasbHbIX AaHHbIX (pe3epBHbIX KOMuii) B




TeyeHne yCTaHOBNIEHHOIo BPpEMEHHOIo MHTEPBAasia

XI. 3awmTa cpeabl BupTyanmsaumm (3CB)

3CB.1

NaoeHTudmKauma n ayteHTMdMKauma cybbeKkToB A4oCTyna m
06BEKTOB A0CTYNa B BUPTYanbHOM MHOPACTPYKTYpE, B TOM
yncne  AAMUMHUCTPATOPOB  YMpPaBAEHWUA  cpeacTBamMu
BMPTYyanunsaumm

3CB.2

YnpaBneHue AOCTYNOM CYOBEKTOB AOCTyna K OobbeKkTam
AO0CTyna B BUPTyasbHON WHPPACTPYKTYpe, B TOM 4ucie
BHYTPW BUPTYaNbHbIX MALLMH

3CB.3

Pernctpauma cobbiTnii 6e3onacHoCTM B  BUPTYyanbHOM
WMHPPACTPYKType

3CB.4

YnpasneHve (¢unbTpaumn, MapLUpyTM3aLUs, KOHTPOJIb
COeAMHEHWA, OAHOHaMNpaB/JeHHasA nepenaya) MOTOKAMM
nHbOpPMaLMM  MeKAY KOMMOHEHTaMM  BMPTyasbHOM
MHOPACTPYKTYPbl, @ TaKkKe MO MNepuMEeTpy BUPTyasbHOM

MHOPACTPYKTYpPbI

3CB.5

[oBepeHHaa  3arpyska CepBepoB  BUPTya/nu3auumu,
BMPTYaNbHOM  MallMHbl  (KOHTeWHepa),  cepBepoB
ynpasaeHua BUpTyanmsaumei

3CB.6

YnpaBneHve nepemeweHUEM  BUPTYasbHbIX  MaLlIWH
(KoHTeliHepoB) M 06pabaTbiBaEMbIX Ha HUX AAHHbIX

3CB.7

KOHTpO/Ib LLeIOCTHOCTN BUPTYAsbHOW MHOPACTPYKTYpPbI U
ee KoHdurypaumi

3CB.8

PesepBHOE KONWPOBaHWE JaHHbIX, pPe3epBUPOBaHMKE
TEXHUYECKUX CpeacTs, NporpammHoOro obecneyeHun
BMPTYaNbHON MHOPACTPYKTYPbl, @ TaKKe KaHanoB CBA3M




BHYTPMU BUPTYabHOW MHPPACTPYKTYpPbI

3CB.9

Peanusaums u ynpasieHWe aHTUBUPYCHOM 3alMTON B
BUPTYanbHOM MHPACTPYKTYpe

3CB.10

PasbueHne BMPTYaNbHOM MHPPACTPYKTYPbl HA CErmeHTbl
(cermeHTMpoBaHME BUPTYyaNbHOW MHOPACTPYKTYpbI) ANsA
06paboTKK MEePCOHaNbHbIX  AaHHbIX  OTAENbHbIM
no/sibsoBaTenem 1 (Mau) rpynnoi nonb3oBartenei

XIl. 3awmTa TexHuyecknx cpeacts (3TC)

3TC.1

3awuta nHbopmaumm, obpabaTbiBaeMoi TEXHUYECKMMMU
CpeAcTBamMM, OT ee YTeYKM MO TEXHUYECKUM KaHanam

3TC.2

OpraHvsauus  KOHTPOJIMPYEMOW 30Hbl, B npegenax
KOTOPOW  MOCTOSHHO  Pa3MeLLaloTcAa  CTAaLMOHApHbIe
TeXHUYeCKne cpeacTsa, obpabaTtbiBarome MHGOPMALLUIO,
M CpeactBa 3aWuTbl MHPOPMaLMKM, a TaKKe CpeacTsa
obecneyeHns GyHKLMOHMPOBAHMS

3TC.3

KoHTponb M ynpaBneHue ¢U3MYECKMM [OCTYNOM K

TEXHUYECKMUM cpeacteam, cpeAacTBam 3almTbI
NHpopMaumn, cpeacTBam obecneyeHnn
OYHKUMOHMPOBAHMA, a TaKXe B  MNOMELWEHUA U
COOpPYXKeHMUS, B KOTOPbIX OHMU YCTaHOB/EHbI,

WCK/IIOYaloWwmne  HECaHKLUMOHWPOBAHHbLIN  dU3NYECKMIA
[OCTyN K cpeacTBam 06paboTku MHGopmauun, cpeactsam
3alWmMTbl  MHPOpMaumMM U cpeactBam  obecneyeHus
OYHKLUMOHNPOBAHUA  MHPOPMALMOHHON  CUCTEMBI, B
NOMELLEHUSA N COOPYKEHUSA, B KOTOPbIX OHU YCTAHOB/IEHDI

3TC.4

PasmelleHne  ycTpoicTB  BbiBoAa  (oTobpakeHus)
MHPOPMaLMK, UCKAIOYAIOLLEE ee HEeCAaHKLMOHUPOBAHHbIN
npocMoTp




3TC.5

3aWwmMta OT BHEWHWX BO3AeNCcTBMIA  (BO3aelncTBUiA
OKpYy»atoLei cpeapl, HecTabuabHOCTU
3NEKTPOCHAbXeHMA,  KOHOULUMOHMPOBAHUA U UHbIX
BHeLlHMX paKTopoB)

XIll. 3awmTa UHGOPMALLMOHHOM CUCTEMBI, EE CPEACTB,
CUCTEM CBA3M M Nepeaaun AaHHbix (3UC)

31C.1

PaszgeneHne B MHGOPMALMOHHON cucTeme OYHKUUI Mo
ynpasneHuio (aAMUHUCTPUPOBAHMIO) WHDOPMALNOHHOWN
CUCTEMOM, YyNpaBAeHWUIO (AAMUHUCTPUPOBAHULIO) CUCTEMOW
3aLMUTbl NEPCOHANbHbIX AAHHbIX, PYHKLMI No obpaboTke
NepCcoHaNbHbIX AaHHbIX n WHbIX byHKUMIA
MHPOPMALMOHHOM CUCTEMBI

3U1C.2

MNpepoTBpalLeHme 33epXKKU nnm npepbiBaHMA
BbINO/IHEHUA MNPOLLECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI NPOLECCOB C HU3KUM NPUOPUTETOM

3UC.3

ObecneyeHre 3aWMUTbl  NEPCOHaNbHbIX  AaHHbIX  OT
packpbITMs, MoaudUKauMM W HasasbiBaHMA (BBOAA
NOXHOWN MHPopmaumn) nNpu ee nepedaye (NoAroTosBKe K
nepegaye) no KaHanam CBA3W, MMeENLWMM BbIXog 3a
npeaensl  KOHTPOAMPYEMOM 30Hbl, B TOM 4uC/e
6ecnpoBoAHbIM KaHanam CBA3U

3nc.4

ObecnevyeHne AOBepPeHHbIX KaHafa, MapluipyTa Mexay
aAMMUHUCTPATOPOM, MONb30OBaTe/NieM W CPeACTBamM
3alWMTbl  MHOopmauun  (PyHKuMAMM  6Ge30nacHOCTM
CPeACTB 3almnTbl MHbOPMaLMK)

3NC.5

3anpeT HeCaHKUMOHWPOBAHHOMW YZa/fieHHOM aKTUBaLMK
BUOEOKAMeEpP, MUKPODOHOB U UHbIX nepudepuiiHbixX
YCTPOMCTB, KOTOPbIe MOTYT aKTMBMPOBATLCA YAA/NEHHO, U
ornoBelleHNe nosb3oBaTenen 06 aKTMBALMM  TaKWX




YCTPOICTB

3U1C.6

Mepegaya M KOHTPOAIb  LIEOCTHOCTM  aTpubyTtoBs
b6esonacHoCcTM (MeTok 6e30nacHOCTK), CBS3aHHbIX C
nepcoHaibHbIMWN AaHHbIMU, MNPU obmeHe MU C UHbIMU
MHOOPMALMOHHBIMU CUCTEMAMMU

3UnC.7

KOHTpONb  CaHKUMOHWPOBAHHOrO " NCKAoYeHue
HECaHKLUMOHUPOBAHHOIO  WUCMONb30BaHUA  TEXHONOrUiA
MOBUNBbHOIO Koda, B TOM 4YuCne perucTpauma cobbiTuid,
CBA3aHHbIX C MCNO/Mb30BaHMEM TEXHONOTMMI MOBUABHOTO
Kofa, WX aHanM3 W pearMpoBaHMe Ha HapylweHus,
CBA3aHHbIe C UCMONb30BaHUEM TEXHOIOTMIA MOBUABbHOTO
Koda

3M1C.8

KOHTPONb  CaHKUMOHMPOBAHHOMO U UCKNtoYeHne
HECaHKLMOHUPOBAHHOrO  WUCMOAb30BAHUA  TEXHOIOTMM
nepejadn peyd, B TOM 4YWUCAE pPerucTpaumsa cobbiTuid,
CBA3AHHbIX C MCMO/b30BaHMEM TEXHO/MOMMI nNepesayn
peun, WX aHaAM3 U pearnpoBaHMe Ha HapyLlleHus,
CBA3aHHbIE C WCMO/Ib30BAaHMEM TEXHOJOMMI nepeaayn
peuu

3nC.9

KoHTponb CaHKLMOHNPOBAHHOM n UCKNIoYeHne
HEeCaHKLMOHUPOBaHHOW nepesayn BuAeouHpopmaunu, B
TOM 4YuCie pernctpauma  cobbiTUii, CBA3AHHbLIX C
nepefavyein  BUAEOMHPOPMALMKM,  MX  aHaAM3 MU
pearMpoBaHMe Ha HapyLIeHWs, CBA3aHHble C nepeaayent
BuaeonHdopmaumm

3M1C.10

MoaTteepaeHue NPOUCXOXAEHMA MCTOYHMKA
MHPOpMaLMK, NOMYyYaemoh B Mpouecce onpeaeneHus
CeTeBbIX afpPecoB Mo CETEBbIM MMEHAM UAN OnpeaeneHus
CeTeBbIX MUMEeH No CEeTEBbIM agpecam




31C.11

ObecneyeHrMe NOAJMHHOCTM  CETEBbIX  COEAMHEHWUI
(ceaHcoB B3anmoaeicTemA), B TOM YMucae Aaa 3almTbl OT
nogMeHbl CeTeBbIX YCTPOWCTB U CepBUCOB

31C.12

NcKNtoyeHne BO3MOXKHOCTU OTPULL@HUS MO/b30BaTeiem
daKTa OTnNpaBKM MNEpCOHaNbHbIX  AAHHbIX  ApPyromy
nonb3oBaTesnto

31C.13

UcKkntovyeHne BO3MOXKHOCTHU OoTpuuaHnA nosb30BaTENEM
d)aKTa nonyyeHnAa nepcoHanbHbIX AaHHbIX OT Apyroro
nosb3oBaTtenAa

31C.14

Mcrnonb3oBaHWe YyCTPOWCTB TEPMUHANBLHOTO AOCTyna AJis
06paboTKN NepcoHaNbHbIX AaHHbIX

31C.15

3awmTta apxmBHbIX GanaoB, MNapameTpoB HACTPOMKM
cpeacts  3awuTbl  MHGOpMaLMM M MPOrPAaMMHOr0
obecneyeHMs U  MHbIX [AHHbIX, He NoAafexalumx
M3MEHEHMIO B npouecce 06paboTKM NepcoHasbHbIX
AaHHbIX

3M1C.16

BbisiBieHue, aHanus " 6/10KMpoBaHue B
MHPOPMALMOHHONM CUCTEME CKPbITbIX KaHa/loB nepeaayu
MHPOpMaLUK B 06X04 peanv3oBaHHbIX MepP WAWU BHYTPM
paspeLleHHbIX CEeTEBbIX MPOTOKO/I0B

3nC.17

PasbueHne WHOOPMALMOHHOW CUCTEMbI Ha CErmeHTbI
(cermeHTMpoBaHMe  WMHPOPMAUMOHHOWM  CUCTEMBI) ¥
obecneyeHune 3aLLmTbI nepumeTpoB CEermeHTOB
MHOOPMALMOHHOW CUCTEMDI

3M1C.18

ObecnevyeHne 3arpyskM M MWCMOAHEHMS MPOrPaMmMHOro
obecneyeHna C MaLIMHHBIX HOCUTENEW MepPCoHaNbHbIX
AaHHbIX, AOCTYMHbIX TONbKO ANA YTEHWUA, U KOHTPOJb
LeNOCTHOCTM AaHHOro NporpaMmHoro obecneyeHus




31C.19 M3onsuma npoueccoB (BbIMOJIHEHME NpOrpamm) B
BblAEeNEeHHOM 061acTU NaMATH

31C.20 3awmTta 6ecnpoBOAHbIX COEAMHEHUN, MPUMEHSEMbIX B + + +
MHOOPMaLMOHHON cucTeme

XIV. BbisiBNeHWe MHUMAEHTOB 1 pearnpoBaHune Ha Hux (MHLL)

MHL.1 OnpepeneHne v, OTBETCTBEHHbLIX 33 BblAB/EHUE + +
MHUMAEHTOB U pearnpoBaHne Ha HUX

MHL.2 O6Hapy:KeHue, naeHTMPuKaumna 7 perucrpauma + +
WHLUWNOEHTOB
MHL.3 CeoeBpemeHHOe WMHGOPMUPOBAHWUE NUL, OTBETCTBEHHbIX + +

3a BbIABNEHWE WHUWAEHTOB W pearMpoBaHWe Ha HUX, O
BO3HUKHOBEHUN  UMHUMAEHTOB B  WMHPOPMALMOHHOM
cuUcTeMe NoNb30BaTENAMMU U AAMUHUCTPATOPaMM

MHU.4 AHanM3 UHUMAOEHTOB, B TOM uYucne onpejenexHue + +
MCTOYHUKOB W NPUYNH BO3HWMKHOBEHWA WMHUMAOEHTOB, a
TaKKe OLEeHKa UX NoCcneacTBui

MHL.5 MpuHATME Mep NO YCTPaHEHMUIO NOCNeACTBUIM MHLMAEHTOB + +

MHL.6 MNnaHMpoBaHWe M NpPUHATME Mep MO NPeaoTBPALLEHMUIO + +
NOBTOPHOIO BO3HUKHOBEHWUA MHUMAEHTOB

XV. YnpaBneHve KoHourypaumein MHGOPMaLMOHHON CUCTEMBI M CUCTEMbI 3aLUUTbI NEPCOHAbHBIX AAHHbIX

(YK®)
YKo.1 OnpegeneHve nuu, KOTOPbIM paspelleHbl AencTBuA no + + +
BHECEHUIO N3MEHEHWN B8 KOHUrypaumio

MHCI)OpMaLI,MOHHOI\;I cncrembl n CncTembl 3alWnTbl
nepCcoHanbHbIX AaHHbIX




YK®.2

YnpasneHue N3MEHEHUNAMM KOHUrypaLumm
WHPOPMALMOHHOMW  CUCTEMbI M CUCTEMbI  3aLLUTHI
NepPCcoHaNbHbIX AAHHbIX

YK®.3

AHanM3 nNOTEHUMANbHOTO BO3AENCTBUA MAAHUMPYEMbIX
M3MEHEHNN B KOHOUIypaLmm MHPOPMALMOHHON CUCTEMDI
M CUCTEMbl  3alMUTbl  NEPCOHAsNbHbIX  AaHHbIX  Ha
obecneyeHne  3aWUTbl  NEPCOHaNbHbIX  AAHHbIX U
corsiacosaHue N3MEHEHMUM B8 KOHUrypauum
MHOOPMAUMOHHON CUCTEMbI C  AOJIKHOCTHBbIM  JINLOM
(paboTHUKOM), OTBETCTBEHHbIM 3a obecneveHune
6€e30MacHOCTM NePCOHA/NbHbIX JAHHbIX

YKo .4

JoKymeHTUpoBaHue MHbopmMaLuUm (aaHHbIX) 06
N3MEHEHUAX B KOHPUTrypaLmm MHGOPMALMOHHOMN CUCTEMBI
W CUCTEMbI 3aLLMTbI NEPCOHA/IbHbIX AaHHbIX




"+" - mepa no obecneyeHunto 6e30MaCHOCTM NEPCOHaNbHbIX AAHHbIX BKAOYeHa B 6a30BbIn Habop
Mmep 4/19 COOTBETCTBYIOLLLErO YPOBHA 3aLLULLEHHOCTM NEPCOHAIbHbIX AAHHbIX.

Mepbl no obecneyeHmnto 6e30MNacCHOCTM NEePCOHaNbHbIX AaHHbIX, He 0603HaYyeHHble 3Hakom "+",
NPUMeHSIOTCA NPy aganTauum 6a3oBoro Habopa mMep U YTOUHEHUM aaanTMPOBaHHOro 6a3oBoro Habopa
Mep, a TaKXkKe npu paspaboTke KOMMNEHCUPYOLWMX Mep No obecrneyeHnto 6e30NacHOCTU NepCcoHaNbHbIX
OaHHbIX.




