NHOPOPMALIUOHHASA TAMATKA JJIA
OBYYAIOIIUXCA A PASMEHIEHUA HA
OPUHHUAJNBHBIX UHTEPHET-PECYPCAX

C KaXJpIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJBHUKU OJHU U3 CAMBIX
aKTUBHBIX [I0JIb30BaTesel Pynera. Mexay TeM, HIOMUMO OTPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEH,
MHTEPHET HeCeT U MpoOIeMbl. JTa MaMsATKa J0JDKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEIbHOU
O0COOCHHOCTBIO KOTOPOIl SBISIETCSl CHOCOOHOCTh K Pa3MHOXEHHUIO. B JomnosnHeHHe K 3TOMY,
BUPYCHI MOT'YT ITOBPEAUTDH WM MOJTHOCTbIO YHUUTOXXUTh BCe (Dalibl U IaHHBIE, TOAKOHTPOJIbHBIE
I0JIb30BATENI0, OT UMEHH KOTOPOr'o ObLIA 3allyllieHa 3apa)KeHHasl IPOrpaMMa, a TAKKe OBPEAUTh
WIN J1a)K€ YHUYTOXXUTh ONEPALMOHHYIO CUCTEMY €O BceMH (paiiamu B 11esioM. B OosblinHCTBE
CJIy4aeB pPaclpOCTPAHAIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Mcnionb3yii cCOBpeMEHHBIE ONIEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aLIUTHI OT
BPEIJOHOCHBIX IIPOIPaMM;

2. IloctosHHO ycTaHaBnuBail mauyTH (UU(pOBBIE 3aIlJIATKH, KOTOPbIE AaBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIEITBI0 TOPAOOTKH MPOrpaMMBbl) U Ipyrue OOHOBIIEHUS CBOCH OTEepPalMOHHOM
cuctembl. CkaunBail X TOJbKO ¢ odunuampHoro caira paspadborunka OC. Ecnu cymectByet
PEeXUM aBTOMaTHYECKOI0 OOHOBJIEHHUSI, BKJIIOUH €T0;

3. Pabortaii Ha cBOEM KOMIIbIOTEpPE MOJ] MpaBaMu MOJIb30BaTElNs, @ HE aAMUHHUCTpATOpa. JDTO HE
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS Ha TBOEM MEPCOHATIBHOM
KOMITBIOTEPE;

4. Vcnonp3yili aHTUBHUPYCHBIE TMPOTPaAMMHBIE MPOIYKTHl H3BECTHBIX MPOU3BOAMUTENCH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonp3yll BHELIHME HOCUTENM HHGPOpPMAllMU, Takue Kak uielka, JUCK WU ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (hailiIbl, MOJYUYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpbIE MPUCIaT TBOIM 3HAKOMBIN. JIyyllle yTOUHH y HETO, OTHPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 370 He BU nepeauu JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIbL OpeHn, mapka. Emie B 1991
TOAy HHIEpIaHICKas KoMIaHus 3aperucrtpupoBana Openn "WECA", dyro o06o3nagano
coBocouetanue "Wireless Fidelity", koropsliii mepeBoauTcs Kak "0ecrpoBOAHAS TOYHOCTB'.

Jlo Hamero BpeMeHH JomuIa Jpyras abOpeBuarypa, KOTopasl SBISETCS TaKOW K€ TEXHOJOTHEH.
Orto abOpeBuatypa "WIi-Fi". Takoe Ha3BaHHMe OBLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH
3ByKOBO# TexHHKH Hi-Fi, 4To B mepeBojie 03Ha4yaeT "BhICOKAst TOYHOCTh'".

Ha, OecmiaTHBIM WHTEPHET-IAOCTYN B Kade, OTeNsIX W a’ponoprax SBISETCS OTINYHOU
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIepThl cYHMTaroT, uTo oomenoctymnubie Wi-Fi
CETH HE SBIISIOTCSA O€30MaCHBIMHU.



Cosertsl 10 Oe30macHOCTH paboThl B 00menocTynHbix cersix Wi-fi:

1. He nepenaBaii cBoro auuHyro uHpopMaiuio yepes oduienoctymnubsie Wi-Fi cetu. Paboras B Hux,
JKeJaTeJIbHO He BBOJIUTD MAPOJIH JOCTYIIA, JOTUHBI M KaKHe-TO HOMEPa,;

2. HWcnonp3yil u OOHOBIANM aHTUBUPYCHbIE IporpaMmbl M OpaHamayep. Tem caMbIM Thbl
o0e3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmoun ¢ynknuto "OOmmii moctym K daitiam u npuaTepam”.
Jannast GyHKIUS 3aKphITa IO YMOJTYaHHIO, OJTHAKO HEKOTOPBIC IMTOIH30BATEIIN AKTUBHPYIOT €€ JIJIst
y100CTBa UCIIOIH30BaHUSI B padOTe WK yueoe;

4. He ucnone3yit nyomuuneiii WI-F| 115 nepenaum nuuHbIX JaHHBIX, HAIPUMEpP AJIs BbIXO/a B
COLMAJIbHBIE CETH WU B 3JICKTPOHHYIO 110UTY;

5. Ucnionp3yit ToapKO 3anuiieHHoe coequnenue uepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
ajzpeca BBoau uMmenHo "https://*;

6. B moounbHOM Tenedone otkiaroun GpyHkimoo "Tloakmouenue k Wi-Fi aBromatndecku". He
JIONyCKai aBTOMAaTH4eCKOro MOAKIII0YeHus ycrpoiicTBa k cetsm Wi-Fi 6e3 TBoero cormacwust.

ConunajbHbIE CeTH

CouunaspHble CETH aKTHBHO BXOJSAT B HAIly >KU3Hb, MHOTHE JIIOAM pabOTAIOT M JKUBYT Tam
MIOCTOSTHHO. MHOTHE T0Jb30BaTeId HE IIOHUMAroT, 4TO HHq)OpMaHHﬂ, pasMecuIiCHHasds UMHU B
COLIMAIBHBIX CETSX, MOXKET OBITh HaiijicHa ¥ HCIOIb30BaHA KEM YrOJIHO, B TOM YHCIIE HE
00s13aTeNIbHO ¢ OJIarUMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 O€30ITaCHOCTH B COMAJIBHBIX CCTAX:

1. Orpannub cnucok Jpy3eil. Y TeOs B Opy3bsiX HE JOJDKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3ammimail cBOIO yacTHyIO >kM3Hb. He ykaswiBail mapoisu, TenedoHsbl, ajapeca, AaTy TBOETro
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuinail CBOO peryTaIuio - JepXkKH ee B YMCTOTe U 3a/1aBail cebe Bonpoc: XOTel Obl Thl, YTOObI
JIpyrue TOojb30BaTeId BHUAETH, 4YTO Thl 3arpyxaems? Ilogymali, mpexie dYeM 4TO-TO
OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnu TBI TOBOpUUIb C JIFOJbMHU, KOTOPBIX HE 3HAEIllb, HE MCIOJIb3yH CBOE peaibHOE UMs U
JPYTyIo JUUHYIO0 HH(GOPMALIUU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eObl U poYee;

5. U30eraii pasmemenusi ¢otorpaduii B MHTepHere, re Thl M300pa’keH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIHMAIBLHON CETH HEOOXOJUMO HCIOIB30BaTh CJIOXHBIC IApOIH,
cocrosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Ay conanbHON CETH, MOYTHI U JPYTUX CAUTOB HEOOXOAWMO HCIIOJIB30BaTh PAa3HbIE MApOJIH.
Torpaa ecnu Te0s1 B37IOMAIOT, TO 37I0YMBIIIEHHUKU TIOJTy4YaT JOCTYI TOJIBKO K OJHOMY MECTY, a He
BO BCE Cpasy.

JJIeKTPOHHBIE T€HbI'H

DIIEKTPOHHBIE ACHBTH - 3TO OYCHB YI0OHBIN CIIOCO0 TIATEXKEH, OJTHAKO CYIIECTBYIOT MOIIICHHUKH,
KOTOPbIE XOTAT MOJTYYUTh 3TH JICHbI .



OJIEKTPOHHBIE JEHBI'M TMOSBUJIMCH COBCEM HEJABHO M HMMEHHO H3-3a 3TOI0 BO MHOI'HX
rocyaapcTBax 0 CUX MOp HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QyHKIMOHHPYIOT M O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3leisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIE U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH omnepauuu 0e3 HAeHTU(UKAIMKU TIOJb30BaTeNsd, a B
HEaHOHUMHBIX UACHTU(DUKAIIVS ITOJTH30BATENS SBISETCS 00sI3aTEIIBHOM.

Taxxe cienyer pa3auyarh 3JEKTPOHHbIE UATHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM )
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 6€30IIaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIAMHU:

1. IlpuBskum K cuery MOOWIBHBIN TenedoH. DTO camblii yAOOHBIM M OBICTPBIH CHOCOO
BOCCTAHOBUTH JIOCTYN K cueTy. l[IpuBs3aHHBIA TenedOH IOMOXKET, eciu 3a0yaenib CBOM
IUIATE)KHBIA TTAPOJIb WIK 3aiICNIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonw3yit ogHopa3oBsie aponu. [locne nepexoa Ha yCUIIEHHYIO aBTOPH3AIUIO TeOe yKe He
OyJIeT yrpokaTh ONMaCHOCTh KPaXKu WM MepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu cnoxsbiii napons. [IpectynHukam OyneT He MPOCTO YragaTh CIOKHBIM Hapolib.
Hanexnsle maponu - 3T0 napoiiv, KOTOpbIE COAEpKAT HE MEHEE 8 3HAKOB U BKIOYAIOT B ce0s
CTPOYHbIE U MPONUCHBIE OYKBBI, LU PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JjoJu1apa, GyHTa,
BOCKJIMILIATEIbHBIN 3HaK U T.11. Hanpumep, $tRONQ!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPHIM HE J10BEPSEILb.

DJIEKTPOHHAA M0YTA

ONEeKTpOHHAas MOYTa - 3TO TEXHOJIOTHS U TPEAOCTaBIsSIEMbIE €10 YCIYTH IO MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIECHUH, KOTOpBIE PACHPEAESIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO 3JIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISITAT CJIEIYIOIIUM oOpa3zom:
UMs_TOJIb30BaTeI(@UMsL_JoMeHa. Takke KpoMme IepeJadyd MpoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paiiibl.

OCHOBHBIE COBETHI IO 6€30MacHOM padoTe ¢ INEKTPOHHOU MOUTOM:

1. Hamo BBIOpaTh NpaBUIbHBIM IOYTOBBIA cepBUC. B HHTEepHETE ecTb OrpoMHBINA BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllIe JOBEPSTh TEM, KOTO 3HA€lllb U KTO MEPBBIN B
pEUTHUHTE;

2. He ykaspiBaii B JMYHOW mouTe JIMuYHYI uH(popmanmioo. Hampumep, nydiie BbIOpaTh
"My3bIKabHbIN _(panat@" wiun "pox2013" Bmecto "temal3";

3. Mcnonb3yii ABYXATAlHYH aBTOPU3AIIMIO. DTO KOTJa MOMHUMO MapoJisi HY)KHO BBOJWTH KO/,
MpHUCBUTaeMBbIi 1o SMS;

4. Beibepu cnoxHBIA Tapoib. [Jis KaK0ro MOYTOBOTO SIIKKA OJKEH ObITh CBOW HaJEKHBIH,
YCTOWYMBBIN K B3JIOMY 1apOJIb;

5. Ecim ecTp BO3MOXHOCTh HamucaThb CAMOMY CBOM JIMYHBIM BOIIPOC, HCIHOJIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJBKO MOYTOBBIX AMIUMKOB. [IepBbIN [UIsl 4aCTHOM MEPENUCKH C aJpecaTaMy,
KOTOPBIM Tl TOBEPSAECIIb. DTO IEKTPOHHBIN aJIpec HE HA/J0 UCIIOJIb30BATh MPU PErHCTpaliy Ha
dbopymax u caiftax;

7. He oTkpbiBaii (haliiisl M APYTHE BIOKECHHS B MUChMaX, AK€ €CJIM OHU MPUIILUTH OT TBOMX JIPYy3€H.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIK OHU TeOe 3TH (paiiibl;



8. Ilocne okoHuaHUs pabOTHI HA MOYTOBOM CEPBHUCE MEpE]l 3aKPHITHUEM BKJIAJKU C CATOM HE
3a0yap HaXaTh Ha "BeiidTu".

Ku0epOy/uIMHT WJIN BUPTYaJbHOE U31€BaATEIbCTBO

KubepOymnuHr - mpecieoBaHUE COOOLICHHSIMH, COAEPIKAIIMMU OCKOPOJICHUS, arpeccHio,
3allyTMBaHKe; XYJIUTaHCTBO, COLUAIbHOEC OOMKOTHPOBAHHE C MOMOIIBIO PAa3IMYHBIX HHTCPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 O0pPKOE C KHOEPOYILTUHTOM:

1. He 6pocatics B 60ii. JIyumuii crioco0: TOCOBETOBATHCS KakK ce0st BECTH |, €CJIH HET TOTO, K KOMY
MOKHO OOpaTUTHCS, TO BHAYalle YCIIOKOWTHCS. ECIIM Thl HAYHENIh OTBEYaTh OCKOPOJICHHUSIMHA Ha
OCKOpOJIEHUS, TO TOJIBKO ellle O0JIbIIIe Pa30iOKelTb KOH(DIHUKT;

2. YopaBinsii cBoel kubeppemnyrauuei;

3. AHOHUMHOCTh B ceTu MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJUTaHCKUI 00pa3 BUPTyaJdbHOW XU3HH. VIHTEpHET (DUKCHUPYEeT BCE TBOU
JeMCTBUS M COXpaHsAET UX. Y JauTh UX OyIeT KpaiHe 3aTpyIHUTEIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuyHbli HeraTuB. OJHOPA30BbIE OCKOPOWUTENBHBIE COOOIICHHS JydIle
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yalbHOU CTa UM,

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSIMH, B COLIUAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHHI € ONPECIIEHHBIX aPECOB;

8. Ecnu ThI cBuaeTens kubepOymiauHra. TBou NeicTBUA: BBICTYHIUTH HMPOTUB INpecieioBaTers,
M0Ka3aTh €MY, YTO €ro JeHCTBUS OLEHUBAIOTCS HETaTUBHO, MOJAEPKATh KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKAs TIOMOIIb, COOOLIUTH B3pPOCIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

MoOuabHbI TeaeoH

CoBpeMeHHbIEe cMapT(HOHBI U IUIAHIIETHI COAEP)KaT B ceOe BIOJHE B3pOCHbIM (yHKIMOHAM, U
Ternepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHApHBIMHM KoMIbloTepamu. OJHaKo, CpelacTB
3aLUTHI JJIs1 TOAOOHBIX YCTPONUCTB MOKA O4€Hb Majo. TecTupoBaHUE U MOUCK YSA3BUMOCTEN B HUX
MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak Juist [1K, To jxe camoe kacaercs 1 MOOUITBHBIX MPHIIOKEHUH.

CoBpemeHHbIE MOOUITBHBIE Opay3ephl yKe MPAKTUYECKU TOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacupenre (yHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.

llaneKo HE BCC TMPOU3ZBOAUTCIIN BBIITYCKAIOT O6HOBJ’IeHI/I$I, 3aKpBIBAOIINEC KPUTHUYCCKUC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIsA 0e30MacHOCTH MOOUIIEHOTO TCJIe(I)OHaZ

Huuero He sBisieTcss mo-HacTosAmEeMy OecrulaTHbIM. byas ocToposkeH, Beap Korjaa Ttebe
npenaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

Hymaii, npexxae yeM ornpaButh SMS, ¢oto unm Buzmeo. Tel TOUHO 3Haelb, Te OHU OYIyT B
KOHEYHOM HUTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBI JIIsI MOOUJIBHBIX TeNE(OHOB;



He 3arpy>1<aﬁ OpUIIOKCHUA OT HCHU3BCCTHOI'O MCTOYHHKA, BCIb OHHU MOTYT COACPIKATH
BPEIOHOCHOE MPOTPaMMHOE 00eCIIeUeHHE;

IToce Toro kKak Thl BBIMJCIIH C CaldTa, TJIe BBOJAWJ JIMUHYIO WH(OPMAIUIO, 3aiIM B HACTPONKHU
Opaysepa u yaanu COOKIes;

[Tepuoanuecku nmpoBepsiii, KaKKUe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JIOASIM, KOTOPBIX Thl 3HACHIb M KOMY
JIOBEpSICIIIb;

Bluetooth momken ObITH BBIKIIOYEH, KOTJAa Thl UM HE TMOJb3yelibcs. He 3a0piBaii mHOTrIa
MIPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE Pa3BICUEHUS, OOBEANHSIONINE
COTHH TBHICSAY YEJIOBEK MO0 BceMy MHpy. Urpoku ucciaenyroT JaHHBIA UM MUD, OOIIAIOTCS APYT C
JIPYTOM, BBINOJIHSAIOT 3a/1aHuUs, CPAYKAIOTCSA C MOHCTPAMHU U IOJIY4aroT OMbIT. 33 YA0BOJIBCTBHE OHU
TIUIATST: TIOKYTAOT ANUCK, OTUIAYMBAIOT A0OHEMEHT WJIM PUOOPETAIOT KAaKUEe-TO OTIIHH.

Bce atu cpeactBa uayT Ha moJepKaHUE W PA3BUTHE UIPHI, a TaKKe HAa caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPH3AIlMH, BBITYCKAIOTCS HOBBIC TaTud (IU(POBBIC 3aIlJIATKU
JUTSI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Urpax CTOUT OIlaCaTbCAd HE CTOJIBKO CBOHUX COIICPHHUKOB, CKOJIBKO Kpa>Xu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3alluA OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bezer ceOs IUIOXO MM co3JaeT TeOe HeNPHUATHOCTH, 3a0JIOKUPYH ero B
CIIUCKE UTPOKOB;

2. HO)KB.JIYI\/’ICSI AIMUHHUCTpATOpAaM HUTIPbI Ha IIJIOXOC MOBCACHUC I3TOTO HI'POKA, KEJIIATCIBHO
MMPUIIOKUTH KaAKHUEC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He yka3biBaii TMuHyI0 HHGOpPMAIUIO B Ipodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB II0 UIDE;

5. He ycranaBnuBaii HeodUIIHAIbHbBIE TATYH U MOJIBI;

6. Ucrionp3yit CIOXHBIE U pa3HbIE MapOJIv;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [Toka ThI urpaems, TBOM KOMIBIOTEP
MOTYT 3apa3uTh.

@OUIIHMHT WA Kpaika JUIHBIX JaHHbIX

OOBIYHON Kpaxel JeHer W JOKYMEHTOB CETOJHSI YK€ HHUKOTO HE YIUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBINUJICHHUKH TIEPEMECTIVINCh B HWHTEPHET, W MPOAOHKAIOT
3aHUMATHC "TIOOUMBIM" NEJIOM.

Tak mosiBMIach HOBasi yrpo3a: HHTEPHET-MOIIEHHHYECTBA WIK (DHUIIKMHT, TJIaBHAS II€7b KOTOPOTO
COCTOHT B IMOJYYEHHUH KOH(HICHIIMATBHBIX TaHHBIX MMOJb30BATECH - JIOTHHOB M maposieit. Ha
anriuiickom si3eike phishing uwmraercst kak ¢umunar (ot fishing - peibuas mosis, password -
11apoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:



1. Cnequ 3a cBOMM akkayHTOM. Eclii ThI mOJ03peBaeliib, 4TO TBOS aHKETa ObLla B3JIIOMaHa, TO
HE0OX0aMMO 3a0JIOKHPOBATh €€ U COOOIIUTH aJMUHHUCTpPATOpaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YKCJIe, MHTEPHET-Mara3unHOB U TIOMCKOBBIX CHUCTEM;

3. Hcnonw3yil cioXHble W paszHble Mapoiau. TakuMm oOpa3om, eciu TeOs B3JIOMAlOT, TO
3JIOYMBIIIJICHHUKHU TIOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQIITIO B CETH, a HE KO BCEM;

4. Ecau Te0si B3JIOMaiM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
N00aBJIeHBI Y T€OS B APY3bSAX, O TOM, YTO T€OS B3JIOMAJIH U, BO3SMOXKHO, OT TBOEI0 UMEHH OyJeT
pacchlIaThCs CIaM M CChUIKM Ha (PUITMHTOBBIE CAITHI;

5. YcranoBu HanexHbIi mapostb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpbIBaii (hailiibl v Ipyrue BIOKEHHS B TUCbMaX, AK€ €CJIM OHH MPHIIUTH OT TBOUX JIPY3€H.
Jly4ie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (aiibl.

IHudposas penyranus

[Mu¢poBast penyrauust - 3TO HEraTUBHAs WIM MO3UTHBHas uH(popManus B ceTH o TeOe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MUHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEU peasibHOM xu3HU. "LludpoBas penyranusa" - 3T0 TBOW UMHIK, KOTOPBIN
dbopmupyercs u3 uHpopMaluu o Tebe B UHTEPHETE.

TBOE MECTO KHUTENbCTBA, yueObl, TBOE (DMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIEHHO OTHOCSTCA K IyOJMKaUu JUYHOW WHGpOpMaluud B
WuTepHere, HEe MOHMMAsi BO3MOKHBIX MOCIeICTBUI. ThI 1axke HE CMOKEIIb J0ralaThCs O TOM, U4TO
dororpadus, pazMerieHHas 5 eT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazMenienre TBoux gororpaduii u Ipyrue AeMcTBUs MOTYT HE UCUE3HYTh JaKe
1I0CJI€ TOT0, KaK Thl UX yJanuilb. Thl HE 3HAEIIb, KTO COXPaHUJ 3TY HH(OPMAIIHIO, TIONaJIa JIK OHA
B ITIOMCKOBBIE CHCTEMBI U COXPAHMWJIACh JI OHA, a TJIABHOE: YTO MOJYMAaIOT O TeOe OKpYXKarolue
JFO/IM, KOTOPbIe HAWAYT M YBUAAT 3T0. HaiiTn mHpOpMaLnio MHOTO JIET CITyCTsI CMOKET JIF000H -
KaK U3 100pbIX NOOYKIEHHH, TaK M C HAMEPEHUEM TPUUUHUTE Bpea. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTauu:

1. IMoxymait, mpexx/ie 4eM 4To-TO MyOJIMKOBATh U NepeaaBarh y ceOs B 010re Wi B COLUATBHON
CeTH;

2. B Hacrtpoiikax npo¢uis yCTaHOBM OrpaHMYEHMs] Ha IMPOCMOTP TBOEro Mpoduias U ero
COJIEP’)KUMOT0, CIIENal ero TOJbKO "IUIsl Ipy3en';

3. He pa3memiaii m He ykaspiBail WHGOPMAIMIO, KOTOPask MOXKET KOTO-JTHOO0 OCKOPOJATH WU
00MXKaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIE IKOJIBHUKHY - aKTUBHBIE IT0JIb30BaTeNN U(PPOBOro npocTpancTBa. OTHAKO JTaIeKO
HE BCE 3HAIOT, YTO TIOJNIb30BaHWE MHOTUMH BO3MOXKHOCTSIMH IdpoBOro mmpa Tpedyer
COOJIIO/ICHHS TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

Tepmun "MHTEIEKTyaJdbHas COOCTBEHHOCTb"' OTHOCHTCS K  pa3iMYHBIM  TBOPEHHUSM



YeI0BEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOIYKTHI WM YyCIyrd, W 3aKaHyuBas KHUramMu, Qororpadusmu, KHHODWUIBMAMH U
MY3BIKQIEHBIMU POU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPaTypbl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE IapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3ylbTaTaxX CBOEro TpyZa, HOJYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 IPOHU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBaTh, IPOAABATh, HMMIIOPTHPOBATH, IyCKaTb B IPOKAT, MyOJINYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe Wi pazmemiaTs B IHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOI0 00€eCIIeYeHnsl MOXKET IPUBECTU K MHOTHUM PUCKAM:
OT MOTEPH JIAaHHBIX K TBOMM aKKayHTaMm J10 OJOKHPOBKH TBOETO YCTPOWCTBA, IJ€ YCTaHOBJICHA
HelerajabHas nporpamMMa. He crout Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT JIeTajlbHbIE U OECIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXXHO HAUTH B CETH.

O nmopraJe

CeteBnuoK.p¢ - TBOH INIaBHBIA COBETYMK B CETU. 371€Ch Thl MOXKeEIb y3HaTh O 0€30IaCHOCTU B
CeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, @ TpPH BO3HUKHOBEHHWH KPUTHUYECKOW CHTYyalluu
00paTHTHCS 3a COBETOM. A TaK)Ke NMPHUHATH y4acTUE B KOHKYpCax M CTaTh CaMbIM LU(PPOBHIM
rpaxxaaHuHOM!



